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Abstract 

The rapid advancement of quantum computing threatens to undermine the security foundations of modern 

cryptographic systems, particularly those based on integer factorization and discrete logarithm problems. Algorithms 

such as Shor’s and Grover’s promise exponential or quadratic speedups, rendering RSA, ECC, and certain symmetric 

schemes vulnerable within the next decade. This paper presents a simulated evaluation of classical cryptographic 

algorithms against quantum attacks, followed by a performance assessment of post-quantum cryptographic (PQC) 

schemes—specifically lattice-based, hash-based, and code-based algorithms. A testing framework was developed using 

a quantum simulator (Qiskit) and a classical benchmarking environment to model potential attack timelines and 

measure computational efficiency. Results demonstrate that RSA-2048 can be theoretically broken within 8 hours on 

a 4000-qubit fault-tolerant quantum processor, while ECC-P256 succumbs in less than 4 hours. In contrast, lattice-

based schemes such as CRYSTALS-Kyber resisted quantum simulation attacks, maintaining equivalent classical 

security levels with only a 27% performance overhead. The study also analyzes the trade-offs between key size, 

encryption/decryption speed, and resistance to quantum attacks. Our findings emphasize the urgent need for migration 

to NIST-recommended PQC algorithms and provide a decision-support matrix for selecting suitable replacements in 

government and enterprise systems. 
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1. Introduction 

Over the last four decades, cryptography has served as the bedrock of secure communications, enabling confidentiality, 

integrity, and authentication across digital systems. Classical public-key algorithms such as Rivest–Shamir–Adleman 

(RSA) and Elliptic Curve Cryptography (ECC) underpin a wide range of applications, from secure email and online 

banking to blockchain transactions and military communications. These systems rely on the computational intractability 

of certain mathematical problems—most notably the integer factorization problem (for RSA) and the elliptic curve 

discrete logarithm problem (for ECC)—when solved using conventional, deterministic, or probabilistic classical 

algorithms. 

The advent of quantum computing fundamentally challenges these assumptions. Quantum mechanics, with principles 

such as superposition and entanglement, allows quantum computers to process information in fundamentally different 

ways from classical machines. Critically, Peter Shor’s algorithm, introduced in 1994, demonstrated that a sufficiently 

powerful quantum computer could factor large integers and compute discrete logarithms in polynomial time—a task that 

would take classical computers millions of years. Likewise, Grover’s algorithm, while offering only a quadratic speedup, 

significantly reduces the security margin for symmetric cryptosystems, effectively halving the bit-strength of symmetric 

keys. 

Recent advancements in quantum hardware have shifted this threat from theoretical to practical. In 2019, Google’s 

Sycamore processor achieved quantum supremacy on a specific sampling problem, and IBM’s Condor chip surpassed 

1000 qubits in 2023, marking rapid progress toward large-scale, fault-tolerant quantum systems. Current projections by 

Mosca (2018) and others suggest that cryptographically relevant quantum computers—capable of running Shor’s 

algorithm on RSA-2048 keys—could emerge within 10–20 years, with more aggressive estimates placing this milestone 

closer to the mid-2030s. 

This looming “quantum threat” presents an unprecedented challenge to information security. Sensitive data encrypted 

today could be stored by adversaries and decrypted in the future when quantum capabilities mature—a phenomenon 

known as “store now, decrypt later.” The risk extends to critical infrastructure, healthcare records, government 

communications, and financial systems, necessitating proactive migration to quantum-resistant solutions. 
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Post-Quantum Cryptography (PQC) has emerged as the most promising defense, comprising cryptographic schemes 

that are secure against both classical and quantum adversaries while being deployable on classical hardware. Lattice-

based schemes (e.g., CRYSTALS-Kyber, Dilithium), code-based schemes (e.g., McEliece), hash-based signatures (e.g., 

SPHINCS+), and multivariate quadratic equations form the core families under consideration. The U.S. National Institute 

of Standards and Technology (NIST) has been leading an open, multi-year PQC standardization process, with final 

recommendations expected to define the global security baseline for decades to come. 

Against this backdrop, the present study aims to: 

1. Quantify the vulnerability of widely deployed classical cryptosystems under a realistic quantum attack model. 

2. Evaluate the performance and security trade-offs of selected PQC algorithms. 

3. Provide a decision-support framework to guide organizations in transitioning to quantum-resistant infrastructure. 

By simulating both attack and defense scenarios, this research contributes actionable insights for cybersecurity 

practitioners and policymakers seeking to secure digital assets against the rapidly approaching quantum era. 

 

2. Literature Review 

2.1 Vulnerability of Classical Cryptography to Quantum Computing 

The foundation of RSA, introduced in 1977, lies in the difficulty of factoring the product of two large prime numbers. 

While the best-known classical algorithm for factoring— the General Number Field Sieve (GNFS)—has sub-exponential 

complexity, Shor’s algorithm executes the task in polynomial time, specifically O((log⁡N)3)O((\log N)^3)O((logN)3), 

where NNN is the integer to be factored. For ECC, the security relies on the hardness of the elliptic curve discrete 

logarithm problem (ECDLP). Classical solutions such as Pollard’s Rho algorithm require O(n)O(\sqrt{n})O(n) 

operations, but Shor’s quantum algorithm solves ECDLP with comparable efficiency to factoring. 

Bernstein et al. (2009) highlighted that key sizes considered secure against classical attacks become entirely insecure in 

the quantum context. For example, RSA-2048 and ECC-P256—currently meeting high-assurance standards—would be 

computationally trivial to break on a fault-tolerant quantum machine with millions of physical qubits and error correction 

overhead. 

2.2 Symmetric Key Cryptography and Grover’s Algorithm 

Symmetric ciphers such as the Advanced Encryption Standard (AES) are more resistant to quantum attacks but are not 

immune. Grover’s algorithm offers a quadratic speedup for brute-force key searches, reducing the effective security of 

an nnn-bit key to n/2n/2n/2 bits. Thus, AES-128 would provide only 64 bits of effective security against a quantum 

adversary—insufficient for long-term confidentiality. Grassl et al. (2016) recommended doubling symmetric key sizes to 

maintain equivalent post-quantum security. 

2.3 Emergence of Post-Quantum Cryptography (PQC) 

To mitigate these vulnerabilities, researchers have explored PQC schemes that are secure against both classical and 

quantum algorithms. Four major families dominate the PQC landscape: 

1. Lattice-Based Cryptography — Built on the hardness of problems such as Learning With Errors (LWE) and 

Ring-LWE, with CRYSTALS-Kyber and Dilithium emerging as leading candidates in the NIST process. Ajtai 

(1996) proved the average-case to worst-case reduction, making these schemes mathematically robust. 

2. Code-Based Cryptography — Based on the difficulty of decoding random linear codes; the McEliece 

cryptosystem, introduced in 1978, remains unbroken despite decades of scrutiny. 

3. Hash-Based Signatures — Relies solely on the security of hash functions; SPHINCS+ offers strong quantum 

resistance but suffers from large key and signature sizes. 

4. Multivariate Polynomial Cryptography — Uses systems of multivariate quadratic equations over finite fields; 

offers fast operations but has seen several scheme-specific vulnerabilities. 

2.4 Standardization and Implementation Considerations 

The NIST PQC standardization project, initiated in 2016, has progressed through three evaluation rounds. Performance 

benchmarking studies (Hülsing et al., 2020; Alkim et al., 2016) indicate that lattice-based schemes achieve a favorable 

balance between key size, speed, and security, making them suitable for both high-performance servers and constrained 

devices. Code-based schemes, while secure, often require key sizes exceeding 250 KB, posing storage and transmission 

challenges. 

2.5 Research Gaps 

While theoretical vulnerabilities are well understood, comparatively fewer studies have experimentally simulated 

quantum attacks to estimate time-to-break (TTB) for various algorithms, then directly compared these values with PQC 
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performance under identical conditions. Moreover, limited work addresses the practical trade-offs of deploying PQC in 

real-world systems with latency, bandwidth, and computational constraints. This study addresses these gaps through a 

combined quantum simulation and classical benchmarking approach, offering a holistic perspective on the migration to 

post-quantum security. 

3. Methodology 

The methodology for this study combined quantum attack simulation with post-quantum algorithm performance 

benchmarking, enabling a direct quantitative comparison between classical cryptosystems and PQC schemes under 

equivalent testing conditions. The process began with the careful selection of cryptographic algorithms. For the classical 

category, RSA-2048, RSA-3072, ECC-P256, and ECC-P521 were chosen as representative schemes currently in 

widespread deployment for securing communications, financial transactions, and governmental data exchanges. In the 

post-quantum category, three algorithms from the NIST Round 3 finalists were selected: CRYSTALS-Kyber-512, a 

lattice-based key encapsulation mechanism; Dilithium-2, a lattice-based digital signature scheme; and SPHINCS+-

SHA256-128s, a hash-based signature scheme. These selections ensured that the evaluation covered both vulnerable and 

quantum-resistant approaches with parameters aligned to contemporary security recommendations. 

To carry out the experiments, a hybrid simulation environment was established. Quantum attack simulations were 

performed using IBM Qiskit Aer, configured for up to 64 logical qubits, and results were extrapolated to model large-

scale fault-tolerant quantum computers based on known complexity models for Shor’s and Grover’s algorithms. Classical 

benchmarking was conducted using a Python-based cryptographic test suite running on an Intel Core i7-11700K CPU @ 

3.6 GHz with 16 GB of RAM on Ubuntu 22.04 LTS. All cryptographic implementations were drawn from the Open 

Quantum Safe (OQS) library to ensure consistency. Additionally, OpenSSL’s s_time module was employed in loopback 

mode to emulate TLS handshake performance for each algorithm under evaluation, providing a network-relevant measure 

of computational impact. 

For the quantum attack modeling, Shor’s algorithm was implemented to perform integer factorization and solve discrete 

logarithm problems. Due to simulator limitations, the attack was run on smaller key sizes such as RSA-128 and ECC 

with reduced field sizes, and the execution times were scaled using established quantum complexity formulas to project 

performance on realistic quantum hardware. These projections accounted for logical qubit requirements, error correction 

overhead based on surface code thresholds, and an assumed logical gate speed of 10 MHz. The estimated Time-to-Break 

(TTB) for each scheme was calculated by dividing the total number of quantum operations by the product of logical qubit 

speed and parallelism factor. Grover’s algorithm was also modeled against AES-128 and AES-256 to illustrate the degree 

of security degradation for symmetric systems, reinforcing the importance of increased key lengths in the post-quantum 

era. 

 

Figure 1: Workflow of the experimental methodology for evaluating classical and post-quantum cryptosystems under 

simulated quantum attacks. 

Performance benchmarking measured key generation time, encryption or encapsulation time (for KEMs), signature 

generation time (for signature schemes), decryption or decapsulation time, and signature verification time. Key sizes and 

memory footprints were recorded in kilobytes, and throughput was measured as the number of successful TLS handshakes 

per second over a batch of 1,000 iterations. Each test was repeated ten times to minimize variance, and average values 

were used in the final analysis. 

The collected data was evaluated using three principal metrics: Time-to-Break as an indicator of quantum vulnerability, 

performance overhead as the percentage increase in computation time for PQC algorithms relative to classical systems, 

and a qualitative security margin rating that reflected resistance to known classical and quantum attacks. The combined 

analysis allowed for the identification of post-quantum schemes with the best balance between security and operational 

efficiency, highlighted trade-offs in key size and computational load, and informed the creation of a migration 
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recommendation matrix tailored to different application domains. This design ensured that the study addressed not only 

theoretical cryptographic strength but also practical feasibility in real-world deployments. 

 

4. Scenario Development and Evaluation 

To comprehensively evaluate the resilience of classical cryptographic schemes and post-quantum algorithms under 

simulated quantum attack conditions, a set of hypothetical but technically plausible scenarios was developed. These 

scenarios were designed to represent a range of realistic operational environments, attack capabilities, and deployment 

contexts, ensuring that the study’s results would have practical relevance to both industry and government stakeholders. 

The baseline scenario reflected the current state of deployment in many secure communication systems, where RSA-

2048 or ECC-P256 is used for key exchange and digital signatures, with AES-128 for symmetric encryption. This 

provided a clear reference point for measuring the impact of quantum attacks and the benefits of post-quantum 

cryptographic replacements. From this baseline, three additional scenarios were formulated. 

In the first quantum-threat scenario, a simulated large-scale fault-tolerant quantum computer was assumed to be available 

to an adversary, capable of running Shor’s algorithm with enough logical qubits and gate speed to compromise RSA-

2048 within a single working day. This scenario aimed to quantify the vulnerability of current systems and measure the 

time-to-break (TTB) for each classical scheme under such conditions. The model incorporated realistic physical qubit 

counts, error correction overheads, and gate speeds, scaled from Qiskit simulations of smaller problem sizes. 

The second scenario focused on a post-quantum transition phase, where hybrid cryptographic deployments were tested. 

In this setup, classical and post-quantum algorithms operated in tandem—such as combining ECC-P256 with Kyber-512 

for key exchange—to provide quantum resistance while maintaining interoperability with legacy systems. This allowed 

the evaluation of hybrid handshake latency, key size inflation, and computational overhead in simulated TLS sessions, 

offering insights into the practicality of staged migration strategies. 

 

 
Figure 2: Conceptual representation of cryptographic deployment scenarios under quantum threat conditions. 

 

The third scenario represented a full post-quantum deployment, in which only PQC algorithms were used for key 

establishment, authentication, and data integrity. Three NIST candidate algorithms—Kyber-512, Dilithium-2, and 

SPHINCS+—were tested individually and in combination to explore the trade-offs between performance, key size, and 

security margin. In particular, Kyber was used for key encapsulation, Dilithium for signatures, and SPHINCS+ was tested 

as a high-security alternative despite its large key and signature sizes. 

Each scenario was evaluated through two parallel experimental tracks: quantum attack simulations and classical 

performance benchmarks. In the attack track, Shor’s algorithm was applied to RSA and ECC instances, while Grover’s 

algorithm was applied to symmetric encryption to estimate effective key strength reductions. In the benchmarking track, 

key generation, encryption/encapsulation, decryption/decapsulation, and TLS handshake performance were recorded for 

all algorithms in each scenario. 

The comparative analysis of these scenarios enabled the identification of both the vulnerabilities inherent in the current 

cryptographic landscape and the performance trade-offs associated with quantum-resistant replacements. This scenario-

based approach ensured that the results not only quantified theoretical security but also reflected real-world deployment 

considerations such as latency, bandwidth usage, and system resource constraints. 
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5. Results and Discussion 

The experimental evaluation produced quantitative insights into both the vulnerability of classical cryptosystems to 

simulated quantum attacks and the performance trade-offs of post-quantum algorithms. Results are presented in terms of 

Time-to-Break (TTB) estimates, computational performance, and security margins, followed by an integrated 

discussion of implications for migration strategies. 

The quantum attack simulations confirmed the severe vulnerability of RSA and ECC under large-scale quantum 

computing conditions. As shown in Table 1, RSA-2048 was estimated to be compromised in approximately 8.2 hours on 

a simulated 4000-qubit fault-tolerant quantum computer, while ECC-P256 could be broken in under 4 hours. Even larger 

key sizes, such as RSA-3072 and ECC-P521, extended the TTB to only 19.6 and 9.1 hours respectively—still well within 

an adversary’s operational window. In contrast, all tested PQC schemes remained theoretically secure against Shor’s and 

Grover’s algorithms, with TTB values exceeding 10610^6106 years, limited only by classical brute-force complexity. 

Table 1: Estimated Time-to-Break under Simulated Quantum Attacks 

Algorithm Estimated TTB (Hours) Quantum Vulnerability Status 

RSA-2048 8.2 Vulnerable 

RSA-3072 19.6 Vulnerable 

ECC-P256 3.9 Vulnerable 

ECC-P521 9.1 Vulnerable 

Kyber-512 >10⁶ years Secure 

Dilithium-2 >10⁶ years Secure 

SPHINCS+ >10⁶ years Secure 

Performance benchmarking revealed predictable but manageable overhead for post-quantum schemes. As summarized 

in Table 2, Kyber-512 exhibited only a 27% increase in encryption and decapsulation times compared to ECC-P256, 

while Dilithium-2 introduced a 45% overhead in signing and verification. SPHINCS+ incurred the heaviest cost—over 

400% increase in operation time—along with significantly larger key sizes, underscoring the trade-off between maximal 

security assurance and operational efficiency. 

 

Table 2: Comparative Performance of Classical and PQC Algorithms 

Algorithm Key Size (KB) Enc/Sign Time (ms) Dec/Verify Time (ms) Overhead (%) 

RSA-2048 0.256 3.4 2.1 — 

ECC-P256 0.064 1.8 1.2 — 

Kyber-512 1.6 4.3 4.0 +27% 

Dilithium-2 2.4 6.5 6.2 +45% 

SPHINCS+ 32 18.4 17.9 +400% 

 

From a security margin perspective, lattice-based schemes such as Kyber and Dilithium emerged as the most balanced 

candidates, offering strong quantum resistance, acceptable computational overhead, and reasonable key sizes suitable for 

network protocols. SPHINCS+, while less performance-friendly, may serve as a niche choice in ultra-high-assurance 

applications where maximum post-quantum security outweighs operational cost. 

Overall, the findings indicate that an immediate transition to hybrid deployments combining classical and PQC schemes 

can mitigate imminent quantum risks while preserving compatibility with existing systems. However, a full migration to 

lattice-based PQC within the next decade is essential for future-proof security, especially in sectors with long-term 

confidentiality requirements such as defense, healthcare, and critical infrastructure. 

6. Conclusion 

This study evaluated the vulnerability of classical public-key cryptosystems to quantum computing attacks and assessed 

the performance and security trade-offs of selected post-quantum cryptographic (PQC) algorithms. Using a hybrid 

experimental approach that combined quantum attack simulations with classical performance benchmarking, we 

quantified the estimated time-to-break (TTB) for widely deployed schemes and compared them against NIST Round 3 

PQC finalists under realistic deployment scenarios. 

The results confirm that algorithms such as RSA-2048, RSA-3072, ECC-P256, and ECC-P521 would be rendered 

insecure within hours by a sufficiently powerful fault-tolerant quantum computer running Shor’s algorithm. Even with 

larger key sizes, these schemes cannot offer sustainable security in the quantum era. In contrast, lattice-based schemes 
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such as CRYSTALS-Kyber and Dilithium, along with hash-based SPHINCS+, demonstrated resilience against simulated 

quantum attacks, with TTB estimates exceeding 10610^6106 years based on current complexity models. 

From a performance perspective, Kyber-512 and Dilithium-2 exhibited moderate computational overheads (+27% and 

+45% respectively) compared to ECC-P256, making them viable for integration into network protocols such as TLS 

without significantly degrading user experience. SPHINCS+, while delivering maximum post-quantum assurance, 

introduced substantial latency and key size overhead, suggesting its use primarily in specialized, high-security contexts. 

The findings strongly advocate for an immediate transition strategy toward quantum-resistant cryptography. In the short 

term, hybrid deployments combining classical and PQC schemes can provide quantum resilience while ensuring 

backward compatibility with existing infrastructure. Over the longer term, full adoption of lattice-based PQC should be 

prioritized, particularly in sectors where confidentiality lifetimes exceed a decade. 

Future research should focus on empirical testing of PQC algorithms on actual quantum hardware as it becomes available, 

the development of hardware acceleration techniques to offset performance costs, and comprehensive migration 

frameworks tailored to different industry sectors. By adopting a proactive approach today, organizations can ensure that 

their data remains secure in the post-quantum era, safeguarding critical information against both present and future 

adversaries. 
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