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Abstract

Bitcoin, a digital cryptocurrency rooted in Blockchain technology, has surged in popularity due to its decentralized
nature. However, it is susceptible to certain cyberattacks, such as the 51% attack, where malicious actors can gain
control over more than half of the network’s computing power, thus having the ability to modify the blockchain. To
execute this, attackers may initially perform an Eclipse attack, monopolizing communication channels to and from a
Bitcoin node. In this paper, we analyze the reliability of the Bitcoin network when subjected to Eclipse and 51%
attacks. We propose a hierarchical model using a continuous-time Markov chain (CTMC) for node-level dependability
analysis and a multi-valued decision diagram (MDD) for system-level dependability assessment. The model is
evaluated through case studies of Bitcoin systems with both homogeneous and heterogeneous nodes, analysing the
influence of critical parameters on network dependability.
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1. Introduction

Bitcoin, a decentralized cryptocurrency built upon blockchain technology, allows users to conduct peer-to-peer
transactions without the need for intermediaries (Ferrag et al., 2018; Kang et al., 2018; Frizzo-Barker et al., 2020; Xing,
2020). Despite its benefits, Bitcoin is vulnerable to various cyber threats. For example, an attacker may exploit the open
nature of Bitcoin’s network to track transaction addresses and compromise user privacy (Reid and Harrigan, 2013).
Similarly, attackers can attempt to tamper with the consensus mechanism of the blockchain, as seen in the case of selfish
mining (Eyal and Sirer, 2014), Sybil attacks (Zhang and Lee, 2019), and 51% attacks (Bastiaan, 2015; Novoa et al.,
2021). An Eclipse attack (Heilman et al., 2015; Zhou et al., 2021a) allows attackers to monopolize a victim node's
connections, facilitating further attacks like the 51% attack.

Various mitigation strategies have been proposed in response to these attacks. For instance, Eyal and Sirer (2014)
recommended altering the Bitcoin protocol to counter selfish mining, while Gervais et al. (2015) suggested methods such
as dynamic timeouts and penalizing unresponsive nodes to improve Bitcoin’s security. Additionally, Monaco (2015)
proposed a decentralized anonymous payment system to protect user privacy.

Recent research has focused on quantitatively analyzing Bitcoin’s dependability. Zhou et al. (2021a) developed a
continuous-time Markov chain (CTMC) model to examine the impact of Eclipse attacks on individual Bitcoin nodes. In
contrast, Zhou et al. (2021b) explored a semi-Markov process to assess the steady-state dependability of nodes. The
selfish mining behavior and its effects on system-level dependability were studied by Zhou et al. (2022). While these
efforts provide insights into node-level vulnerabilities, they primarily consider individual attacks in isolation. The reality,
however, is that Bitcoin systems may simultaneously face multiple attacks, such as Eclipse and 51% attacks.

In this paper, we aim to fill this gap by modeling and analyzing Bitcoin’s system-level dependability under the combined
threat of Eclipse and 51% attacks. We propose a hierarchical model that integrates a CTMC approach for node-level
behavior and a multi-valued decision diagram (MDD) for system-level dependability analysis. We evaluate the proposed
model through case studies of Bitcoin networks with homogeneous and heterogeneous nodes, investigating the influence
of key parameters on network dependability.

The remainder of this paper is organized as follows: Section 2 explains the mechanisms behind the Eclipse and 51%
attacks. Section 3 presents our hierarchical modeling approach for analyzing system-level dependability. Section 4
presents case studies and examines the impact of critical parameters on node- and system-level dependability. Finally,
Section 5 summarizes the results and outlines future research directions.

2. Attack Models
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This section focuses on two distinct types of attacks: the Eclipse attack (Heilman et al., 2015) and the 51% attack (Novoa
etal., 2021).

An Eclipse attack occurs when an attacker successfully monopolizes the flow of information to and from a victim node
(VN), cutting off the VN’s access to legitimate network nodes. To initiate an Eclipse attack, the attacker fills the routing
table of the VN with malicious addresses before a restart. After the VN restarts, it connects to these malicious nodes,
losing contact with legitimate peers. At this point, the attacker controls all information flowing to and from the VN
(Heilman et al., 2015).

A 51% attack is launched when malicious miners or a group of them gain control over more than 50% of the network’s
computing power. This allows the attackers to disrupt network operations, such as halting payments, preventing
transaction confirmations, and reversing transactions to enable double-spending by altering the blockchain. Successful
Eclipse attacks on multiple nodes can lead to a 51% attack, which we use to define system-level dependability in this
study.

3. Proposed Hierarchical Modeling Approach
Our proposed hierarchical modeling approach integrates two components: the CTMC-based node-level dependability
analysis for Eclipse attacks, and the MDD-based system-level dependability assessment for 51% attacks.
3.1 Node-Level Modeling
For node-level dependability, we utilize the CTMC-based method from Zhou et al. (2021a) to model the behavior of a
Bitcoin node under an Eclipse attack. The Bitcoin node transitions through five distinct states: original (0), table hacked
(1), restart (2), connected (3), and monopolized (4). The state transitions, illustrated in Figure 1, show how a victim node
gradually becomes monopolized by the attacker.

e The transition from state 0 to state 1 occurs when the attacker starts filling the victim node’s routing table with

malicious IP addresses (transition rate A01).
e The transition from state 1 to state 2 occurs when the victim node restarts (transition rate A12), and from state 1
back to state 0 if the victim deletes the malicious addresses (rate 110).
Once the node reaches state 4, the Eclipse attack is considered successful, as the attacker monopolizes the node’s
connections. The dependability of the node is calculated as Dnode(t) = PO(t) + P1(t) + P2(t), representing the probability
of the node being in a dependable state.
3.2 System-Level Modeling
The Bitcoin system as a whole can exist in one of three states: stable (S0), exposed (S1), and dominated/failed (S2). The
dominated state occurs when more than 50% of the network's nodes are controlled by an attacker, which corresponds to
a successful 51% attack. For a Bitcoin network with nnn nodes, the dominated state is reached when at least ®\omegaw
nodes are monopolized, where:
w={2n+12n + lif nis even,if nis odd.
The system is considered to be in a stable state (S0) when at least ®\omegam nodes are in their original state (state 0).
Any state other than the stable or dominated states is defined as the exposed state (S1). The system's dependability is
determined as the probability that the system is in a non-dominated state:
Dsystem(t) = PSO(t) + PS1(t) = 1 — PS2(¢t).

3.2.2 Heterogeneous Nodes
In networks with heterogeneous nodes, where each node may have different state probabilities, a multi-valued decision
diagram (MDD) is applied to represent the system-level behavior. Each node is modeled as a five-state component, where
each edge of the MDD represents the probability of the node being in a specific state.
Consider a Bitcoin network with n=4n = 4n=4 nodes (N1, N2, N3, N4). Nodes N1 and N2 share the same parameter set
(normal-level protection), node N3 has an above-average level, and node N4 has a strong protection level. Using MDD
modeling, the system dependability is calculated by evaluating paths from the root node to the sink nodes that represent
either the stable or dominated state.
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Figure 1. The state transition diagram of the Bitcoin node under the Eclipse attack.

For the dominated state, the probability is given by:

PS2(t) = PN1,4 X PN2,4 X PN3,4 + PN1,4 X PN2,4 X (1 — PN3,4) X PN4,4 + ---
Similarly, for the stable state, the calculation follows the structure of the MDD model.
4. Numerical Results and Analysis
We conducted several case studies to explore the effects of various user behavior parameters on the dependability of both
homogeneous and heterogeneous Bitcoin networks.
4.1 Node-Level Dependability Analysis
The dependability of individual Bitcoin nodes under different protection levels and restart habits is summarized in Table
2. It is evident that nodes with higher protection awareness tend to remain in a dependable state for longer periods.
Conversely, nodes with frequent restarts are more prone to being monopolized due to the Eclipse attack's dependency on
system reboots.
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Figure 2. An MDD non-sink node modeling Bitcoin node m.
4.2 System-Level Dependability Analysis
We further explore system-level dependability under different network sizes and configurations, including homogeneous
and heterogeneous nodes. Table 4 shows that larger networks exhibit higher resilience to 51% attacks, as seen in Bitcoin
networks with 10, 20, and 30 nodes. Additionally, networks with miners who restart less frequently are more dependable,
as shown in Figure 7.

5. Conclusions and Future Research Plan

This study proposed a hierarchical model for evaluating the dependability of Bitcoin systems under Eclipse and 51%
attacks. We found that the Bitcoin system’s dependability improves with increased user protection awareness and reduced
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restart frequencies. In future work, we plan to extend this model to examine other attack types, such as block withholding
and jumping mining attacks.
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